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The Constellation ShortList™ presents vendors in different
categories of the market relevant to early adopters. In addition,

products included in this document meet the threshold criteria 11 SOLUTIONS TO KN OW

for this category as determined by Constellation Research.
Constellation evaluates more than 30 solutions categorized in this

This Constellation ShortList of vendors for a market category is market. This Constellation ShortList is determined by client inquiries,
partner conversations, customer references, vendor selection proj-

compiled through conversations with early adopter clients, ST Mg o —"; f—
independent analysis and briefings with vendors and partners.

ABOUT THIS SHORTLIST

Imagine your organization’s sensitive data residing on hundreds, BROADCOM
even thousands, of devices - laptops, mobiles, servers - scattered
across the globe. Each device represents a potential entry point for CHECKPOINT
cybercriminals, and traditional security measures often struggle to
keep pace with the ever-evolving threat landscape. Endpoint Pro-
tection Platforms (EPPs) act as the essential guardians of your digital CIsCO
assets.
. . CROWDSTRIKE
EPPs automate patch management, ensuring devices are kept up-
to-date with security patches to address known vulnerabilities. EPPs
utilize behavioral analysis and advanced threat detection techniques FORTINET
to identify and mitigate zero-day vulnerabilities before they are

widely exploited. EPPs can detect and block ransomware attacks, MICROSOFT

preventing attackers from encrypting your data and demanding ran-

som payments. Think of them as a comprehensive suite of security

tools, working tirelessly behind the scenes to shield your endpoints PALO ALTO NETWORKS
from malware, unauthorized access, and data breaches.

ENTINELONE
The EPP market, fueled by the rising demand for robust endpoint se- S O

curity, is projected to reach a staggering $25+ billion by 2027. This
significant growth underscores the vital role EPPs play in protecting SOPHOS
organizations of all sizes.
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LIKE WHAT YOU SEE?

Consider partnering with Constellation Research on your
go-to-market-strategy. Email ShortList@ContellationR.com
for more info.

To learn more about Constellation Research Shortlists visit:
www.constellationr.com/ShortList
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THRESHOLD CRITERIA

Constellation considers the following criteria for
these solutions:

e Multi-layered Protection: Combines traditional
signature-based antivirus and anti-malware with ad-
vanced techniques like behavioral analysis to detect
and block both known and emerging threats.

e Endpoint Detection and Response (EDR): Contin-
uously monitors endpoints for suspicious activity,
investigates potential incidents, and enables rapid
response to contain and eradicate threats.

e Application Control: Restricts the execution of
unauthorized applications, preventing malware
infections and data breaches by limiting potential
attack vectors.

e Device Control: Manages and secures endpoint
devices, including mobile devices, through poli-
cy-based control, preventing unauthorized access
and data leakage.

e Data Loss Prevention (DLP): Protects sensitive data
from unauthorized exfiltration, ensuring data securi-
ty and compliance with regulations.

o Sandboxing: Isolates and analyzes suspicious files
in a controlled environment, minimizing the risk of
accidental infections.

e Behavioral Analysis: Monitors user activity for
anomalies and potential insider threats, identifying
suspicious activities that might escape traditional
detection methods.

e Integration with Security Information and Event

Management (SIEM): Enables centralized manage-

ment and analysis of security data from endpoints

alongside other sources, providing a holistic view of
your security posture.

BUSINESS THEMES

Digital Safety & Privacy
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ABOUT CONSTELLATION RESEARCH

As an award-winning Silicon Valley-based strategic

advisory and futurist analyst firm, Constellation Research
serves leaders and organizations navigating the challenges
of digital strategy, business-model disruption and digital
transformation. Constellation works closely with solution
providers, partners, C-suite executives, board of directors,
and its Constellation Executive Network of buy-side leaders
to lead the way in research coverage and advise clients how
to achieve valuable business results.

FREQUENCY OF EVALUATION

Each Constellation ShortList is updated at least once
per year. Updates may occur after six months if deemed
necessary.

EVALUATION SERVICES

Constellation clients can work with the analyst and the
research team to conduct a more thorough discussion of
this ShortList. Constellation can also provide guidance in
vendor selection and contract negotiation.
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Chirag Mehta is Vice President and Principal Analyst
focusing on cybersecurity, next-gen application devel-
opment, and product-led growth. With over 25 years

of experience, he has built, shipped, marketed, and sold
successful enterprise SaaS products and solutions across
startups, mid-size, and large companies. As a product
leader overseeing engineering, product management,
and design, he has consistently driven revenue growth
and product innovation. He also held key leadership roles
in product marketing, corporate strategy, ecosystem
partnerships, and business development, leveraging his
expertise to make a significant impact on various aspects
of product success.
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